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Jabil delivers comprehensive design, manufacturing, supply chain and product management services for 
a wide array of industries. Aspiring to be the most technologically advanced and most trusted in our field, 
minimizing potential risks and protecting our information technology (IT) systems from compromise is a 
top priority for the Company. For this reason, Jabil understands that cybersecurity is an essential function 
of the business and has the same expectations of our Suppliers.  

Suppliers who are engaged in providing products or services to Jabil Inc. and/or any of its affiliate entities 
(collectively, “Jabil”), who will have access to Jabil data and Jabil Systems are expected to abide by the 
following cybersecurity requirements as applicable to the Suppliers’ business engagement with Jabil. 
These requirements set forth a minimum baseline of cybersecurity measures that Jabil expects of its 
Suppliers.  As warranted to account for specific risks associated with the scope of services, additional 
cybersecurity requirements will be addressed in the Suppliers’ Agreement with Jabil.  The requirements 
outlined herein serve as a supplement to and do not supersede any cybersecurity related provisions set 
forth in the Agreement.  

1. Definitions.  

Agreement: the governing contracts, purchase orders or other documented agreements between 
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Supplier Personnel: Supplier’s employees, contractors, officers, agents, and service providers. 

Supplier Systems: Supplier operating systems, applications, hardware, software, media, or devices, 
whether physical or virtual, that are used to conduct business and facilitate communications with 
Jabil, that may store, process, or transmit Jabil Data, or are used to access Jabil Systems or Jabil Data, 
whether on Supplier’s (or its affiliates’) premises, connected to or accessible from Supplier’s (or its 
affiliates’) network(s), or hosted in the cloud. 

2. Use Restrictions. Supplier shall only access and use Jabil Data and Jabil Systems 
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changing all default passwords on Supplier Systems before deploying any new hardware 
or software asset; 

h. In cases where remote access is authorized, ensure access to In-Scope Data and Systems 
requires multi-factor authentication (at least 2 factor) and session encryption; 

i. Promptly disable access privileges to In-Scope Data and Systems for any Supplier 
Personnel who are terminated or otherwise no longer need such access;  

j. Conduct periodic reviews of access lists to In-Scope Data and Systems to ensure that 
access privileges have been appropriately provisioned and disabled; 

k. Prohibit access to Jabil Data and Jabil Systems from unauthorized devices;  
l. Where the services include the storage of Jabil Data in a multi-tenant service (e.g., SaaS, 

PaaS, IaaS), implement technical measures, including but not limited to hypervisor 
segmentation and database-level authentication and authorization controls, to ensure 
that third parties are unable to view, access, or acquire Jabil Data without authorization. 
 

4.3. Encryption. Supplier shall encrypt all Jabil Data in transit or at rest using industry-standard 
encryption algorithms and secure key management protocols. 
 

4.4. Removable Media.  External removable media should not be used to view, store or transfer 
Jabil Data, unless there is a legitimate business need supporting the use of such devices.  In 
such cases, Supplier shall restrict write function to and from external removable media and 
ensure that all such removeable media is encrypted at all times. 



 

Supplier Cybersecurity Requirements  

           

Business Confidential  Page 4 of 5 

 
4.9. Configuration Management. Supplier shall maintain documented, secure baseline security 
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9. Disaster Recovery Planning. Where the services rendered involve the on-going processing and 
maintenance of Jabil Data and/or Jabil Systems, Supplier shall maintain and periodically test disaster 
recovery plans to ensure the ongoing availability of such services. Disaster recovery plans should at 
a minimum, be based on industry standards and best practices as defined by the Disaster Recovery 
Institute or the Business Continuity Institute. 

 
10. Data Retention and Destruction.  If Supplier is required by law to retain archival copies of Jabil Data 

for regulatory purposes this data backup must be stored in a physically secured facility and must be 
stored in an encrypted format. Encryption keys must not be stored on the system storing the backup.  
At Jabil’s direction, at any time, and in any event upon termination or expiration of business 
agreements, except to the extent required by law, Supplier shall immediately (or consistent with 
another time frame set forth by Jabil) return to Jabil or, if so directed by Jabil, destroy and certify the 
destruction of any and all Jabil Data consistent with NIST Special Publication 800-88.    

 
11. Cyber Insurance. Supplier shall procure and maintain, at its own expense, Cyber Risk insurance in 

such monies and 


